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SUMMARY 
OFFENSIVE SECURITY PRACTITIONER (BCA GRADUATE) WITH HANDS-ON EXPERIENCE ACROSS THE FULL ATTACK 

LIFECYCLE — RECONNAISSANCE, EXPLOITATION, AND POST-EXPLOITATION — AND BLUE TEAM PROFICIENCY IN 

SIEM-DRIVEN DETECTION AND INCIDENT RESPONSE. EC-COUNCIL CSA CERTIFIED. LED AN INDEPENDENT VAPT 

ENGAGEMENT ON CALICUT UNIVERSITY'S WEB INFRASTRUCTURE, UNCOVERING INJECTION AND AUTHENTICATION 

FLAWS WITH A CLIENT-READY REPORT. BUILDS SECURITY TOOLING IN PYTHON/GO, INCLUDING A RECON 

FRAMEWORK AND OSINT SUITE, ALONGSIDE REVERSE ENGINEERING WORK IN GHIDRA AND YARA. 

 

EDUCATION AND CERTIFICATION 
BACHELOR OF COMPUTER APPLICATIONS (BCA) | CALICUT UNIVERSITY, KERALA                                                 2022-2025 

CERTIFIED SECURITY ANALYST (CSA) | EC-COUNCIL                                                                                                                                2025-2026 

CERTIFIED IT INFRASTRUCTURE & CYBER SOC ANALYST | REDTEAM HACKER ACADEMY, CALICUT                               2025-2026 

 

TECHNICAL SKILLS 
SIEM & SOC: SPLUNK, LOG ANALYSIS & CORRELATION, INCIDENT RESPONSE, THREAT HUNTING, THREAT INTELLIGENCE, 
DIGITAL FORENSICS. 

OFFENSIVE SECURITY: NMAP, METASPLOIT, BURP SUITE, HYDRA, SQLMAP, GOBUSTER, NIKTO, AIRCRACK-NG, NETCAT, 
LINPEAS, GTFOBINS, RESPONDER. 

REVERSE ENGINEERING: GHIDRA, X64DBG, PE-BEAR, YARA, BINARY ANALYSIS, PE HEADER INSPECTION, BEHAVIORAL IOC 
EXTRACTION, INETSIM. 

DEFENSIVE: WIRESHARK, VOLATILITY, OPNSENSE, OSINT, VULNERABILITY ASSESSMENT, OWASP TOP 10, ACTIVE 
DIRECTORY, BLOODHOUND. 

PROGRAMMING: PYTHON, BASH, GO, SQL, HTML/CSS, POWERSHELL. 

PLATFORMS: KALI LINUX, PARROT OS, REMNUX, FLAREVM, WINDOWS SERVER, VIRTUALBOX, DOCKER, GIT & GITHUB. 

CTFPROFILES: TRYHACKME | WHOOPX | HACK THE BOX :: PUBLIC USER PROFILE | CYLAB SECURITY ACADEMY - JISHNUEC | 
BTLO | PENTESTERLAB: LEARN WEB PENTESTING, THE RIGHT WAY!  

 

WORK EXPERIENCE 
INDEPENDENT SECURITY RESEARCHER & CYBERSECURITY CONSULTANT 

SELF-DIRECTED / FREELANCE · KOZHIKODE, KERALA                                                                                                                                                 2023- PRESENT  

•   Conducted an independent web vapt engagement on Calicut university's public infrastructure using owasp 
methodology; identified injection flaws, broken authentication, and server misconfigurations; delivered a severity-
rated remediation report. 

•  Built And Open-Sourced Three Security Tools — Instagrep (Osint Suite), Reconframe (Reconnaissance 
Framework), And Udyama (Ctf Machine Simulating Linux Privilege Escalation). 

•  Ran multi-phase attack simulations in self-built home labs (ad red team lab, malware analysis sandbox), 
documenting findings in structured technical reports. 

https://tryhackme.com/p/whoopx
https://app.hackthebox.com/public/users/2902723?profile-top-tab=machines&ownership-period=1M&profile-bottom-tab=prolabs
https://learn.cylabacademy.org/users/jishnuec
https://blueteamlabs.online/public/user/6538c5ab2cf278e3842d79
https://pentesterlab.com/profile/whoop


PROJECTS & CTF’S 
RECONFRAME | ADVANCED RECONNAISSANCE FRAMEWORK: 

PENETRATION TESTING, PYTHON, TOOL DEVELOPMENT ·  GITHUB.COM/JISHNUEC/RECONFRAME 

•  Situation: penetration test reconnaissance required manually invoking 12+ separate tools with no unified 
workflow or consistent output formatting. 

•  Action: built a python terminal framework integrating nmap, whois, dns enumeration, and 9+ other tools — with 
intelligent Ip/domain auto-detection and clean ansi-formatted output. 

•  Result: Consolidated Full Attack-Surface Reconnaissance into A Single Command — Eliminating Manual Tool-
Switching and Standardizing Output for Professional Reporting; Reduced Recon Phase Setup Time Significantly. 

INSTAGREP V4.0 — INSTAGRAM OSINT DESKTOP TOOL: 

OSINT, PYTHON, DESKTOP APPLICATION ·  GITHUB.COM/JISHNUEC/INSTAGREP 

 •  Situation: manual Instagram osint investigations were slow, inconsistent, and produced no structured output 
suitable for professional reporting. 

•  Action: engineered a ~3,000-line python desktop application with a full gui, integrating instagrapi for data 
extraction, matplotlib for behavioral pattern visualization, and automated multi-format export (pdf/csv/json). 

•  Result: Automated Osint Data Collection and Report Generation — Cutting Manual Investigation Time by an 
Estimated 60%; Delivered A Complete Professional-Grade Suite Covering Profile Analysis, Media Download, And 
Activity Timeline Reconstruction. 

CALICUT UNIVERSITY — VULNERABILITY ASSESSMENT REPORT: 

WEB SECURITY, VAPT, PROFESSIONAL REPORT ·  (ANONYMOUS) 

 •  Situation: Calicut university's web platform had no prior formal security assessment, leaving unknown attack 
surfaces exposed to potential threat actors. 

•  Action: conducted a structured web vulnerability assessment — mapped 15+ endpoints, tested for injection 
flaws, authentication weaknesses, and server misconfigurations following owasp top 10 methodology. 

•  Result: identified and documented multiple severity-rated vulnerabilities; delivered a professional remediation 
report treating the engagement as a real-world client deliverable — demonstrating both technical depth and 
communication skills. 

DRIVER VIGILANCE SYSTEM — REAL-TIME DRIVER MONITORING (GROUP PROJECT): 

MACHINE LEARNING, COMPUTER VISION, PYTHON, SAFETY SYSTEMS · 2025 

•  Situation: distracted and drowsy driving is a leading cause of road accidents; most existing solutions are 
hardware-intensive or cost-prohibitive for everyday drivers. 

•  Action: Collaborated On A Multi-Component System Integrating ML-Based Video Analysis to Detect Distraction 
Behaviours (Phone Usage, Turning Around, Reaching to The Rear Seat) And Drowsiness in Real Time Via 
Smartphone Camera And Sensors — Alongside A Driver App for Real-Time Alerts, A Partner App for Remote 
Monitoring, And Specialized Emergency-Coordination Modules for Police, Ambulance, And Hospital Stakeholders; 
Unified Through A Central Web Dashboard Managing Data Flow Between All Actors. 

•  Result: delivered a full end-to-end safety platform demonstrating applied ml/cv, multi-app architecture, and 
emergency-response integration — setting a practical benchmark for accident prevention through early 
behavioural detection and automated emergency escalation. 

 
 

https://github.com/Jishnuec/reconframe
https://github.com/Jishnuec/InstaGrep
https://jishnuec.github.io/VAR-University%20of%20calicut.pdf


UDYAMA (उद्यम) — CUSTOM CTF MACHINE: 

CTF DESIGN, LINUX, PRIVILEGE ESCALATION · FEB 2026 ·  ARCHIVE.ORG/DETAILS/UDYAMA 

•  Situation: the community lacked intermediate-to-advanced Linux privilege escalation ctf challenges grounded 
in realistic, multi-step attack techniques. 

•  Action: Designed and Packaged a Custom Ubuntu 22.04 Ova With 2 Flags (User + Root), Realistic Privilege 
Escalation Chains, And Deliberate Persistence Mechanisms Modeled on Real-World Attacker Ttps. 

•  Result: released publicly on archive.org — freely available to the global cybersecurity community; demonstrates 
attack chain design from an attacker and defender perspective, and deep Linux internals knowledge. 
 

https://archive.org/details/Udyama

